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Executive Summary 
In a moment where we see personal technology use, comfort, and adoption rates 
soaring, we are also facing an alarming decrease in public civic engagement, most 
especially in the form of voting.  
 
Even as citizens have more access than ever before to data that could stand to make 
them the most informed generation of voters, the disconnect remains: less than half of 
registered voters in the United States actually cast a ballot while an overwhelming 
majority hold a smartphone in their hands that could allow them to do so with ease, 
convenience, and security. 
 
The following paper outlines the multitude of voting obstacles currently encountered 
with our three voting channels, and examines the exciting possibilities of one new 
voting chanel—based on mobility and personal technology.  
 
A new mobile voting channel, thoroughly vetted, secured at every stage, and 
seamlessly integrated into our current voting system offers unparalleled possibilities for 
currently disenfranchised voters and heavily burdened election officials. Its vast and 
engrained security features provide safety checks for voters and jurisdictions before, 
during, and after the ballot casting process. 
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The Problem: Significant Obstacles to Voting 
 
Low Voter Turnout Is the Norm 
Even with three different voting channels available to registered voters in the United 
States, we consistently see less than half actually marking and casting their ballots. In 
recent elections, we see fewer than half of registered voters casting ballots: 
 

2010: 41% turnout 
2014: 36.7% turnout 
2018: 47% turnout1 2 

 
The percentages for overseas voters—including deployed military—who must use mail-
in or email ballots, show an even starker picture. According to the Federal Voting 
Assistance Program (FVAP), only 208,000 of the 3 million voting-age citizens abroad cast 
ballots in 2012—a turnout of less than 7%.3  
 
Overseas Voters Face Infrastructure Obstacles 
Strikingly, while domestic military will vote at a higher rate than the general population, 
“those stationed overseas vote at a significantly lower rate.”4 This may be due to 
“infrastructure obstacles not faced by voters in the U.S., such as mail speed . . . 
motivation or awareness of U.S. elections.” FVAP Director David Beirne said in a report 
that “the voting rate of Americans living abroad would have increased from 7 percent 
to 37.5 percent, if overseas obstacles to voting were removed.5 
 
Mail-in ballots experience travel delays and no guarantee of delivery. Often, they arrive 
after a race has been called. While the vote technically gets tabulated, such a series of 
events leaves the overseas voter feeling like their vote doesn’t really count. States that 
allow email ballots must go through a time-consuming process to recreate the ballot by 
hand under witness of two election officials, in order to be tabulated. 
 
Securing Every Vote 
Concerns about tampering with absentee ballots or in-person voter fraud have led 
many jurisdictions to require presenting government-issued photo IDs in order to vote or 
imposing labor-intensive signature verification processes. Other concerns include Board 
of Election hacking, voter registration database breaches, malware attacks, and 
vulnerable voting machines.6  
 
In-Person Voting Challenges 
Even domestic voters who can make it to polling stations on election day are not 
immune from delays, conflicts, or disruptions to casting their ballots. On general election 

                                                
1 http://fortune.com/2018/11/07/voter-turnout-2018-midterms/  
2 https://www.npr.org/2018/11/08/665197690/a-boatload-of-ballots-midterm-voter-turnout-hit-50-year-high  
3 https://www.fvap.gov/uploads/FVAP/Reports/FVAP2016Report_20170731_final.pdf 
4 https://www.washingtonpost.com/news/monkey-cage/wp/2015/11/11/ensuring-soldiers-a-chance-to-vote-was-a-
challenge-in-the-civil-war-it-still-is-today/?utm_term=.00fe8b15f100_  
5 https://www.fvap.gov/info/news/2018/9/12/dod-releases-biennial-study-of-us-voters-abroad 
6 https://www.nytimes.com/2018/09/26/magazine/election-security-crisis-midterms.html  
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day in 2018, machine malfunctions, confusion, lack of staffing, extreme weather, and 
locked polling stations were just a few of the obstacles that cost voters time and 
resources, or even caused them to leave polling stations without casting ballots at all.7  
 
The above aberrations do not even begin to tackle the perpetual voting difficulties 
faced by disabled, homebound, elderly, or voters whose commute and work schedules 
simply don’t allow them to be at their home precinct during limited polling hours. 
 
The Cost and Complexity of Polling Stations 
The cost to operate a polling place doesn’t just include the machines, which can range 
between $2,500 and $3,000 each, or optical scanners to read paper ballots that can 
cost as much as $5,000 each.8 Additional expenses include machine licensing, 
maintenance, transportation, and printing, and poll worker compensation.9  
 
In addition to rising costs and diminishing state budgets, the variation and complexity of 
ballot styles adds to the time and labor of the voting system. A single county may 
require hundreds of different ballots, each unique to a precinct’s local election, and 
each needing to be created manually or by a specific program manager.10  
 
Voters’ Pressing Questions 
In light of the significant cost and obstacles that prohibit or discourage voters election 
after election, voters and election officials are faced with several pressing questions 
that need solutions quickly: 
 

1. How do we support every voter’s right to mark a ballot and have it counted in a 
timely manner?  

 
2. How do we ensure voting channels that function across geography, ability, class, 

work constraints, weather, disasters, malfunctions, budgets? 
 

3. How do we improve ballot access to disenfranchised voters? 
 

4. How do we improve voter turnout overall? 
 
  

                                                
7 https://www.nbcnews.com/politics/elections/midterms-2018-voters-face-malfunctioning-machines-long-lines-polls-
across-n932156  
8 https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2016/03/02/aging-voting-machines-cost-local-
state-governments  
9 http://www.ncsl.org/research/elections-and-campaigns/voting-equipment.aspx  
10https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=5&ved=2ahUKEwjCye7aqrTgAhXSqYMKHVPkAJ
QQFjAEegQIBRAC&url=https%3A%2F%2Fwww.epic.org%2Fprivacy%2Fvoting%2Fnm-foia%2Funity_hpm-
userguide3.pdf&usg=AOvVaw39aj6I4w83_8TnbIcj-CZK  
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A Solution Must Leverage Extant Technology 
If we want to increase voter turnout and ensure the security of every vote, the solution 
lies in meeting voters where they are: tapping into the technology embedded into our 
lives and leveraging their recent security advances. 
 
Smartphone Ubiquity 
Of the nearly 3 billion smartphone owners across the globe11 about 310 million live in the 
United States, where the rate of penetration surpassed 80% in 2016.12 According to Pew 
Research, 95% of adults in the US own smartphone.13  
 
Smartphone Security  
The remarkable technological and security advances now allow owners to use their 
smartphones to help them with work, leisure, childcare, and more. Today, smartphones 
help us conduct business, make purchases and sales, manage banking, plan travel, 
take classes, and secure our homes. 
 
Biometrics 
Since 2013, biometric authentication has become a common, even standard feature 
on newly released smartphones—ranging from fingerprint capture14, voice recognition, 
iris scanning, facial recognition, or a new combination of fingerprints and blood 
pressure detection.15 One estimate holds that by 2023, biometrics will increase by 
250%.16 Another that100% of smartphones in the very near future will carry some 
biometric authentication feature.17 
 
The Blockchain 
This ledger technology is transparent, verifiable, permanent, and unchangeable, and 
has seen many advances since its popularity began to soar in 2016.18 Its use has 
expanded beyond crypto currency and into government, healthcare, humanitarian 
work, and preventing voter fraud.19 
 
The blockchain, used to secure the aggregate vote anonymously, is distributed, 
synchronized, and immutable—meaning that once a vote is posted, it cannot be 
altered or deleted, and every copy is identical across verifying modes. With such a vast 
and expansive attack surface, the blockchain architecture is essentially impossible to 
hack. 
 

                                                
11 https://www.statista.com/statistics/330695/number-of-smartphone-users-worldwide/  
12 https://www.comscore.com/Insights/Blog/US-Smartphone-Penetration-Surpassed-80-Percent-in-2016  
13 http://www.pewinternet.org/fact-sheet/mobile/  
14 https://www.statista.com/statistics/522058/global-smartphone-fingerprint-penetration/  
15 https://www.pymnts.com/authentication/2018/biometrics-smartphone-mobile-security-fingerprint-sensors/  
16 https://www.businesswire.com/news/home/20180903005016/en/Juniper-Research-Future-Smartphone-Payments-Rely-
Software/?feedref=JjAwJuNHiystnCoBq_hl-Q-
tiwWZwkcswR1UZtV7eGe24xL9TZOyQUMS3J72mJlQ7fxFuNFTHSunhvli30RlBNXya2izy9YOgHlBiZQk2LOzmn6JePCpHPCiYGaE
x4DL1Rq8pNwkf3AarimpDzQGuQ==  
17 http://www.acuity-mi.com/  
18 https://www.computerworld.com/article/3191077/security/blockchain-the-complete-guide.html  
19 https://www.forbes.com/sites/quora/2017/11/17/what-is-blockchain-used-for-besides-bitcoin/#503906d3446e  
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The Gap between Technology and Engagement 
Despite the advancements and ubiquity, there’s still a significant gap between 
technology availability and putting it to use in civic engagement. 
 
Here’s what the gulf looks like:  
 

Age  Smartphone Ownership Election Turnout20 
18-29   94%    42% 
30-49   89%    58% 
50-64   73%    68% 
65+   46%    71% 

 
Those who own smartphones at the highest rate have the lowest voter turnout rates. 
 
Increasing voter turnout starts with leveraging technology voters already own—which 
offers ease, convenience, speed, and no extra expense. Put simply, we bring the polls 
to the voters, on the devices they already have in their hands. 
 
  

                                                
20 http://www.electproject.org/home/voter-turnout/demographics  
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A New Mobile Ballot Marking System 
States currently offer various combinations of three voting channels to mark ballots: in-
person voting at polling places, vote by mail, and voting centers for early voting. None 
of these channels leverage our personal technology.  
 
Imagine expanding voter options by just one channel. Imagine increasing voter turnout 
across the board with a channel based on mobility. 
 
Imagine a mobile voting channel that allowed users to mark their ballots using their 
phones without requiring any changes our primary voting system or tabulation 
processes.  
 
Possibilities of a New Mobile Voting Channel  
 

• 2.8 million more overseas voters marking their ballots and having their votes 
counted 

 
• 73.9 million more voting-age Americans with disabilities marking their ballots21 

 
• Nearly 19,000 rejected military and overseas ballots, mostly due to arriving after 

the deadline,22 now collected on time and counted 
 

• A new mobile voting channel for voters in 10 states with no early voting23  
 

• Eliminating election costs associated with mailing paper ballots, handling ballots, 
mailing marked ballots, signature verification labor, and transcription of ballots. 

 
• Replacing jurisdiction-owned voting equipment with voter-owned equipment 

 
  

                                                
21 https://smlr.rutgers.edu/sites/default/files/documents/PressReleases/kruse_and_schur_-_2016_disability_turnout.pdf  
22 https://www.fvap.gov/info/reports-surveys/2016-post-election-report-to-congress  
23 http://www.ncsl.org/research/elections-and-campaigns/absentee-and-early-voting.aspx  
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Voting RedefinedÒ 
Voatz is an award-winning, mobile-focused election voting and citizen engagement 
platform. The Voatz platform makes it possible to vote from a mobile device by 
leveraging the latest built-in smartphone security technology, and the immutability of 
the blockchain.  
 
Voatz Mission 
With careers in technology, digital security, and mobile payments, Voatz cofounders 
combined the latest advancements in smartphone security technology with biometrics 
and blockchain technology to make voting more accessible.  
 
Since 2015, Voatz has worked to make voting as safe, accessible, easy, and secure as 
possible. All kinds of elections and voting events are supported, including municipal, 
state, national, corporate, university, unions, churches, co-ops, proxy shareholder 
voting, and highly accurate opinion polling. 
 
Since June 2016, more than 80,000 votes across 30 elections have been cast on the 
Voatz platform.  
 
Security First 
Voatz demonstrates an unwavering commitment to security and takes extensive and 
multiple measures to ensure end-to-end safety for voters and officials.  
 
The Voatz platform is secured and anonymized by advanced cryptography, offering 
advanced analytics and built on a highly optimized Blockchain-based backend 
providing real time transparency and irrefutability.  
 
Depending on the security requirements of the specific jurisdiction, Voatz uses 
multiple data sources to verify voter identity/eligibility wherever required.  
 
[Partnerships with industry leaders in cybersecurity] 
 
Security Testing 
The testing list is extensive, covering the top security flaws reported by organizations like 
OWASP, SANS, NIST, and MITRE, plus flaws outside the list of common and known 
vulnerabilities. Leveraging proprietary methodologies, Voatz tests for: 
 

• OWASP Mobile Top 10 Risks 
• Unintended Data Leakage 
• Attack on Binary protections 
• Local and Remote Injection attacks 
• Information Disclosure Attacks 
• Application Reverse Engineering or Decompilation 
• Common Authentication and Authorization issues 

 
Default Mobile Security Policy Covering Major Threat Types [TABLE]  
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How Voatz Secures Your Identity and Gets Your Vote In  
Throughout every step of the ballot marking process—from making the Voatz app 
available for download to the final vote verification and preparation for tabulation—
Voatz has implemented multiple security measures. 
 
Pre-Election Security  
 
Jurisdictions Perform Voter Authorization 

1. Using their State’s voter registration system, participating counties designate 1) 
who is eligible to vote and 2) who is authorized to mark their ballot using Voatz. 

2. Voters who meet both criteria are invited to download the Voatz app. 
3. State election officials initiate the blockchain and instantiate verifying nodes. 

 
Pre-Election Security Protocols 
 
Sanitization & Validation 
Voatz implements good programming practices based on “design by contract.” The 
inputs and outputs of all methods have a contract that defines specific interface 
expectations. Thus, if the interface says it will return a “Number,” it should do so. If the 
server is expecting a string of 24 characters or fewer, we make sure that the interface 
will only return up to 24 characters. This helps prevent innocent errors and moreover can 
reduce the likelihood of various injection and memory corruption attacks. 
 
DDoS Attack Mitigation 
The Voatz platform uses a highly resilient 16/32-node cloud infrastructure built across 
multiple service providers such as 
 

• Amazon AWS (US) 
• Microsoft Azure (US/Europe) 
• OVH (Canada) 

 
We leverage multiple capabilities to absorb and deflect unwanted traffic. Some key 
services involved in our DDoS attack mitigation strategy include: 
 

DNS REDUNDANCY 
One of the most common targets of DDoS attacks is the Domain Name System 
(DNS). Voatz uses highly available and scalable DNS services (Cloudflare, Route 
53 and Google Could DNS) designed to route end users to the optimal 
infrastructure end points. This approach makes it possible for us to manage traffic 
through a variety of routing types and provides out-of-the-box shuffle sharding 
and Anycast routing capabilities to protect domain names from DNS-based 
DDoS attacks. Voatz also uses DNSSEC to ensure the security of its DNS entries. 
 
MULTIPLE POINTS OF PRESENCE (PoPs) & GEOBLOCKING 
Voatz distributes traffic across multiple Points of Presence (PoP) locations and 
filters requests to ensure that only valid HTTPS requests will be forwarded to 
backend hosts. We also use geo restriction, also known as geoblocking, which 
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can be useful for isolating attacks originating from a particular geographic 
location. 
 
WEB APPLICATION FIREWALLS (WAF) 
help protect web applications from common web exploits that could affect 
application availability, compromise security, or consume excessive resources. 
Depending on the type of election and threat patterns, we customize web 
security rules that control which traffic accesses which endpoints. Web security 
rules that target specific DDoS request patterns can be very effective for 
minimizing the effect of a DDoS attack. 
 
ELASTIC LOAD BALANCING (ELB) 
enables the automatic distribution of application traffic to several Voatz node 
instances across multiple Availability Zones, which minimizes the risk of 
overloading a single node instance. Elastic Load Balancing also only supports 
valid TCP requests, so DDoS attacks such as UDP and SYN floods are not able to 
reach our instances. 

 
Secure App Download 
Before the Voatz app arrives in the iTunes or Google Play store, it has been validated 
and automated by a federally accredited test lab. This third-party quality assurance 
process means that the app arrives ready for user download with its source code 
thoroughly vetted.  
 

Voatz App Uses a Trusted Build 
a build where all dependency cryptographic signatures have been verified to 
be exactly the same as stored in the central maven repository. This verification 
tells you that the local cached bits have not been tampered and are exactly 
the same as the central repository.24 

 
Voatz has also worked closely with Apple and Samsung to implement several security 
checks within the phone. These include automatic app shutdown if the phone is 
jailbroken. 
 
Voter Authentication   
Step 1: Verified registered voter is invited to download the Voatz app 
Step 2: Voter authentication begins with scanning a government-issued photo ID. 
Step 3: Voter then takes a video selfie that captures head movement or blinking 
Step 4: The Voatz app uses facial recognition to compare the photo ID and selfie 
Step 5: The voter’s biometric identity is linked to their smartphone ID 
 

1 Voter   Ö   1 Device   Ö   1 Ballot Submission 
 

                                                
24 https://github.com/vert-x3/wiki/wiki/How-to:-Trusted-builds  
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Voatz uses a smart contract to check for phone hacks and verify voter ID and activity 
against the blockchain architecture, ensuring only the authenticated user votes only 
one time and only on the authorized device. 
 
Ballot Delivery and Marking 
Once the voter is authenticated and linked to only their smartphone, the correct ballot 
style from their precinct is automatically delivered and the voter is notified of receipt. 
On average, voters navigate and mark their ballots in under three minutes.  
 
Ballot Submission and Confirmation 
Once submitted, every ballot undergoes the following process in order to arrive safely 
and anonymously to election officials for tabulation. 
 
Step 1: The smartphone automatically notifies the state’s voter registration system that 
the voter has submitted a ballot. (This fulfills the state’s requirement to capture voter 
history and know who submitted a ballot.)  
 
Step 2: The ballot’s votes are counted in the double-entry accounting inherent to the 
blockchain. 
 
Step 3: The ballot is anonymized. The voter’s real ID is stripped from the ballot and 
replaced by a unique anonymous voter ID to preserve voter privacy while allowing for 
post-election audits.  
 
Step 4: Every vote (attached to its anonymous ID), is encrypted and added to the 
blockchain, redundantly distributed across 32 servers residing in highly secure data 
centers managed by Amazon and Microsoft.  
 
Step 5: Two ballot receipts are sent to confirm the vote has been captured—one to the 
voter and one to the jurisdiction office. Both receipts are marked with the anonymous 
voter ID. 
 
Ballot Submission and Confirmation Security Protocols 
 
HTTPS & End-to-End Encryption 
All communication between the mobile/tablet devices and the backend systems uses 
TLSv1.2 (AES-GCM with RSA key agreement with SHA, SHA256 and SHA384) with 
additional PKI based payload encryption for the relevant API calls. 
 
Each voter’s mobile device creates public and private keys during the onboarding. The 
server also creates a unique public/private key pair for each voter. The device and the 
server exchange public keys during the initial handshaking process, while their private 
keys never leave the respective systems. All data is still sent over HTTPS, but it is first 
encrypted by the other party's public key in such a way that only the entities holding 
the private keys can decrypt each other's messages. 
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Perfect Forward Secrecy (PFS) 
While encrypted traffic is unreadable, it may still get stored on certain devices even 
when caching is disabled. If the private key used to encrypt that traffic is compromised 
in the future, the key can be used to read all the previously stored traffic. To prevent this 
kind of compromise, Voatz uses Perfect Forward Secrecy (PFS) to generate a session 
key that is unique for each communication session. If the key for a specific session is 
compromised, it will not compromise data from any other sessions. 
 
Application Key Sequencing 
This feature is used to maintain the logical sequence starting with the mobile 
device/tablet activation and all subsequent communications between the 
mobile/tablet application and the server. It allows for detection of such situations when 
both a rightful voter and an attacker are using the same account in parallel from 
different phones or if the same voter is trying to register on more than 1 device. 
 
Its key element is the NEXT_KEY value that is first generated randomly by the server upon 
activation and stored in the application’s private data storage during the initial 
handshake. Upon each next consequent session establishment (Login), the 
mobile/table application sends this value to the server for validation. After this stage, 
the new value (for future sessions) is calculated by the server as follows: 
 
[image] 
 
This calculated value is then passed to the mobile/tablet application as NEXT_KEY and 
the device confirms its reception. The mobile/tablet application will use this value next 
time it needs to establish the session. Note that Voatz will soon be migrating to the SHA-
3 family of hash functions on some devices. 
 
Certificate Transparency 
an upcoming standard designed to be able to check or audit the certificates 
presented during the setup of an HTTPS connection. When any host sets up an HTTPS 
certificate, it is issued by what is called a Certificate Authority (CA).  
 
Certificate Transparency aims at having close to real-time monitoring to find out if a 
certificate was issued maliciously or has been issued by a compromised certificate 
authority. When a certificate is issued, the certificate authority must submit the 
certificate to a number of append-only certificate logs, which can later be cross-
checked by the client and scrutinized by the owner of the domain. The certificate must 
exist in at least two logs in order for the certificate to be valid. Details about how log 
proofs works are described here (https://www.certificate-transparency.org/log-proofs-
work). 
 
Certificate Pinning 
Voatz mobile/tablet applications implement certificate pinning to prevent MITM (man 
in the middle) attacks by checking the server’s certificate against a local copy of the 
expected certificate. The certificates are refreshed as needed during periodic 
application updates. 
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Ballot Verification and Tabulation   
 
Verifying a Ballot 
The voter confirmation receipt shows an image of their ballot and their anonymous 
voter ID, so they can verify their ballot was indeed marked correctly.  
 
Unlike any of the three current voting channels, the Voatz app gives voters until polls 
close to change their minds. Imagine being able to respond to late-breaking election 
news that impacts a voter’s conscience and choice. 
 
With a request to the jurisdiction, a voter may spoil their original ballot and mark a new 
one. Since the data on the blockchain is immutable, both ballots will be recorded; 
however, only the ballot time-stamped most recently will be counted. 
 
Jurisdiction Tabulation 
Once polls close, the Voatz app will not submit any more ballots. The ballots originated 
and marked using Voatz are stored securely on the blockchain, where election officials 
in the certified primary voting system can now begin the tabulation process, as they 
always have. 
 

Step 1: Election officials insert 2 cryptographically secure thumb drives into a 
Voatz administrative portal laptop, which verifies the drives. 
 
Step 2: Votes stored on the blockchain are automatically assembled as PDF files. 
 
Step 3: Each jurisdiction receives PDFs of all marked ballots that are then printed 
with the anonymous voter ID. 
 
Step 4: Printed ballots are tabulated by the jurisdiction. 

 
Post-Election Audit 
Printed ballots are tabulated anonymously but can be verified at any time. The 
jurisdiction can perform audit checks on the mobile voting system, including: 
 

• Comparing the number of voters with the number of printed ballots  
• Comparing intended ballot style with recorded ballot style  
• Comparing number of receipts received with the number of ballots printed.  
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West Virginia: A Case Study  
 
Verifiable, Transparent, and More Secure 
In March 2018, two counties in the state of West Virginia piloted the Voatz mobile ballot 
marking platform in order to offer “a secure military mobile voting solution that [was] 
verifiable, transparent, and more secure and accessible than currently available mobile 
voting systems.25 Between March 23 and May 8, 2018 (the days the polls closed), 
registered, overseas military voters marked and cast their ballots on an Apple or 
Android mobile device. 
 
West Virginia Pilot Statistics 
87% of the 183 eligible overseas voters downloaded the Voatz app 
 
98% of the147 transmitted ballots were returned  
 
In the 2016 General Election, 66% of transmitted ballots were returned 
 
Voters submitted ballots from the U.S. and 30 countries: Canada, Israel, UK, New 
Zealand, Philippines, Turkey, Mexico, Japan, Australia, France, Spain, Germany, 
Bahamas, Peru, Ireland, Netherlands, Denmark, Italy, Switzerland, Finland, Armenia, 
Kuwait, Guinea, Uganda, Taiwan, Belgium, Albania, Egypt, Botswana, Cambodia. 

 
999 ballot styles from the 24 participating counties were automatically formatted for use 
on a smartphone. 
 
Number of ballots spoiled: 1 
 
Number of ballots transcribed by hand in the general pilot: 0 
  

                                                
25 https://www.wvnews.com/news/wvnews/history-making-mobile-voting-app-for-overseas-military-now-
in/article_0402b7dd-af11-56ed-a42d-5981a214f9c0.html 



 14 

Conclusions 
Now more than ever, voters are using technology platforms from their smartphones to 
communicate widely, exchange opinions, and engage civically. Leveraging this 
saturation of smartphone technology across historically under-voting populations is how 
we bring a mobile voting channel to the people.  
 
In this moment, world-wide distribution networks and infrastructures, major security 
advances, and individual choices for where we send our voices are all converging to 
make mobile ballot marking both a necessity and an inevitability.  
 
The need to increase voter participation and decrease voting obstacles, especially for 
overseas voters, is crucial to a thriving democracy that rewards citizens for awareness 
and participation.  
 
Technology infrastructures, advances, and accessibility make voting via personal 
devices appealing to and even necessary for the broadest swath of our electorate, 
some of whom could be poised to cast their very first vote in an upcoming election.  
 
Jurisdictions can use the Voatz platform to distribute ballots to their voters where they 
will have the highest chance of engagement—right into their hands. Contact Voatz to 
initiate a pilot for your area’s upcoming election. 
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Appendices  
 
Appendix A: Voatz Team  
Name, Bio, Photo 
 
Appendix B: Security Protocols 

HTTPS/TLS 
Unique public/private key for each voter; private keys stay with device 
PFS 
Application Key Sequencing 
Certificate transparency 
Certificate pinning 
Input validation 
DDoS Attack Mitigation: At its core, DDoS protection and mitigation involve 
establishing a secure perimeter around the critical infrastructure and allowing or 
denying certain traffic based on filters or rules. We take advantage of the flexible 
nature of our cloud and adapt our infrastructure defensively in the event of an 
attack. 

 
DNS redundancy 
Geoblocking 
WAF 
Load balancing   
Secure static content delivery portals 

 
Appendix C: List of Key Terms and Definitions 
 
 


