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Executive Summary 
The growing complexity of our information systems require IT departments to monitor and 
secure far more information than ever before, especially with more sensitive and identifying 
data stored on vulnerable networks.  
 
With global increases in cyber attacks that threaten our privacy, identities, and personal data, a 
heightened level of vigilance and series of proactive measures are necessary for businesses and 
organisations to operate with peace of mind.  
 
This guide provides a list of expert and industry-tested best practices for businesses who need 
to safeguard personal and sensitive information and proactively defend against malicious 
attacks or data theft.  
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Cyber Attacks on the Rise 
It’s hard to imagine businesses failing to secure our personal information and sensitive data. 
And yet, despite a documented rise in cyber attacks,i a recent poll revealed that 87% of 
Australia’s small business owners don’t believe they are at risk of attack and nearly 30% of 
them don’t have safeguard measures in place to prevent hacks.ii  
 
Such confidence doesn’t align with the numbers:  
 

• 54% of small businesses have experienced phishing scams.  
• 36% of small businesses have received ransomware scams.iii  
• Identity theft and unauthorized account access are the top cyber threats across multiple 

industries.iv 
• 55% of organisations surveyed have experienced a cybersecurity incident in the last five 

months.v 
• 20% of businesses have not performed proper forensics and so are not even sure if they 

have experienced a data breech or not.vi 
 
Neither does it acknowledge the increased frequency, scale, and sophistication of cyber attack 
methodsvii or the very real costs of experiencing a breach: AU$29 billion per year in direct 
economic losses, and potentially AU$35.9 million in revenue loss, fines, lawsuits, and decreased 
profitability for a single large organisation.viii 
 
The concern has grown such that the government’s Notifiable Data Breach (NDB) schemeix 
requires specific steps to secure information and a detailed notification procedure in the event 
of a breach.  

The Fallout of a Cyber Attack 
The picture is stark for a company trying to control the damage after an attack, especially if 
such a breach is seen as having been largely preventable with proactive measures. Melbourne 
Heart Group is facing such a fallout now, after medical files were hacked and ransomed.x 
 
The losses can be staggering, and not only in terms of the direct damage, costs of data recovery 
and network repairs, costs of building new systems, and losses in productivity. Moreover, 
companies stand to lose their credibility and endure long-term reputation damage for their 
violations of trust and due diligence. Recovering from the betrayal of failing to protect the 
privacy and safety of employees and clients can be a long and expensive road, with additional 
challenges in business continuity and governance. 
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Best Practices to Reduce Risks 
Cyber security is no longer a one-time implementation of a single framework. With ever 
increasing points of vulnerability, expert and ongoing security measures must involve 
“controlling physical access to hardware and systems, not just network access. It’s 
understanding the nature of attacks, and implementing a security framework.”xi 
 
Getting proactive and staying ahead of malicious attempts to steal or misuse data means 
getting everyone in your company updated and required to follow a few best practices 
recommended widely by security experts. 
 
Train Your Staff 
The very first step in increasing cyber security is getting everyone onboard. All staff need to be 
informed, trained, and responsible for upholding cyber security practices, which can “come 
down to the smallest thing, such as remembering to lock your desktop when stepping away, or 
double-checking who the sensitive files are being sent to. As a result, cyber security falls into 
the hands of everyone within an organization.”xii 
 
Principle of Least Privilege 
A useful definition comes from We Live Security: “Operating under the principle of least 
privilege, as the name implies, is based on the premise of only granting necessary and sufficient 
permissions to users to carry out their activities, for a limited time, and with the minimum 
rights required for their tasks.  
 
“This practice can be implemented with respect to technology usage, with the aim of ensuring 
the security of information, as well as our privacy.”xiii In essence, grant access carefully and 
selectively, and always know who is assigned to which information privileges. 
 
Open Carefully 
Phishing scams are designed to look like emails from senders you know and trust. They will 
often attempt to get you to click on a link, download a file, or give up sensitive personal and 
financial information.  
 
Be especially vigilant about offers of prize money or free items, embedded links, request for 
urgent action, directions to reset your password, or instructions to verify your credentials. Be 
sure to report any suspicious emails at https://www.acorn.gov.au/  
 
Password Hygiene 
Though it may seem easier and more convenient to use one password across multiple sites, the 
dangers increase when passwords are repeated or too simple. Follow these individual and 
company guidelines for using and storing passwords to actually protect your accounts: 
 

• Change your password regularly, from every three to six months 
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• Create a unique password for different sites 
• Use capital letters, numbers, and characters 
• Substitute letters with characters 
• Use longer passphrases 
• Consider password management tools 
• Avoid the obvious password content—birthdays, addresses, pets, family names, etc. 
• Use password encryption on shared or public devices 
• Reset passwords upon every personnel change 

 
Multi-Factor Authentication 
To go a step beyond complex and unique password practices, the Australian Cyber Security 
Centre (ACSC) recommends “that multi-factor authentication is implemented for remote access 
solutions, users performing privileged actions and users accessing important (sensitive or high-
availability) data repositories. Using multi-factor authentication provides a secure 
authentication mechanism that is not as susceptible to brute force attacks as traditional single-
factor authentication methods using passwords or passphrases.”xiv  
 
It may seem cumbersome at first, but multi-factor authentication rarely takes more than a few 
seconds and is worth the extra step to ensure the identity of anyone accessing your company 
data remotely. 
  
Multi-Layer Defence 
Much like the multiple ways you physically secure your business with locks, alarms, and 
cameras, IBM recommends taking multiple steps for your cyber safety: “Because potential 
Internet security risks can occur at a variety of levels, you need to set up security measures that 
provide multiple layers of defense against these risks.  
 
“In general, when you connect to the Internet, you should not wonder if you will experience 
intrusion attempts or denial of service attacks. Instead, you should assume that you will 
experience a security problem. Consequently, your best defense is a thoughtful and proactive 
offense.  
 
“Using a layered approach when you plan your Internet security strategy ensures that an 
attacker who penetrates one layer of defense will be stopped by a subsequent layer.”xv 
 
Patching Operating System and Applications 
Rather than ignoring the automatic prompts to patch your systems, the Australian Cyber 
Security Centre urges that “applying patches to operating systems, applications and devices is 
critical to ensuring the security of systems. As such, patching forms part of the Essential Eight 
from the Strategies to Mitigate Cyber Security Incidents.xvi  
 
Patching is another security measure that requires minimal time or effort and should be 
monitored regularly by your IT professional or auditor. 
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Business Continuity Plan 
IT should be prominent section in your business continuity plan, which according to Business 
Queensland, “should contain all of the information you need to get your business running again 
after an incident or crisis. The size and complexity of your business continuity plan will depend 
on your business.”  

Typical sections of your plan should include an IT risk management plan with business impact 
analysis; an incident response plan, with plan activation, incident response team, 
communications and contact list; recovery plan; and a testing, evaluation, and updating 
schedule.”xvii 

Cyber Insurance 
Strong recommendations from business.gov.au include cyber liability insurance, much like 
standard liability against crime, disaster, or accidents. “As technology grows, so does the 
insurance cover needed to protect against any new risks unique to these devices.  
 
“Risks such as ‘cybercrime’ can include hackers gaining credit card information, or someone 
flooding your network with incoming web traffic until it breaks down...Cyber liability insurance 
can protect your exposure to cybercrime. It covers the cost of keeping your data secure as well 
as the expenses from the disruption to your business.”xviii 
 

Conclusions 
Not only is cyber security imperative, its growing complexity makes calling upon industry 
experts more a necessity than an option. This report’s best practices cover the minimum first 
steps in maintaining a healthy level of security in your business. Cyber security experts can 
delve far more deeply into your systems to find hidden vulnerabilities, implement professional 
systems, and provide ongoing support and maintenance, allowing your in-house IT department 
to remain focused on daily information and systems management. 
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About EasyIT 
EasyIT specialises in using IT to solve business challenges. We don’t just fix IT, we streamline 
IT as a native function of your organization, beyond just a tech add-on. 
 
We provide third-party security audits, with specialisation in small to medium sized 
organisations of between 10-200 people. Working alongside your in-house IT department, we 
assess risks and provide solutions and safeguards with industry-leading response times, so you 
can get back to running your business. Find us at https://www.easyit.com.au/ 
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